<4 HANYS

Always There for Healthcare

HANYS Sepsis Platform

HANYS technical support is available Monday to Friday, from 9 a.m. to 5:30 p.m., at
sepsis collab@hanys.org or 518.431.7677.

© 2022 Healthcare Association of New York State, Inc.


mailto:sepsis_collab@hanys.org

‘El HANYS HANYS Sepsis Platform

Always There for Healthcare

Contents
PIAtfOrM OVEIVIEW ...t e e s e s e e e s ne e s e e e eneenans 3
File format @nd SECUITY...uuicuieiieceeeei et nne e 3
HANYS Sepsis Platform doWntimMe........eeei et 4
L6 LSTCT =Yoo 11 L TR 4
ACCOUNT OWNEIS ...eiiieeeeeeeeeieeeeseeesseesseeessseesaseessneesaseessnseesaneessnseesaneessnsessannessnseesn 5
Adding @ NEW QUTNONZEA USET ...ciiieeiieeeeeee e nmne s 5
Deactivating an authorized USEr'S @CCOUNT....cuviiiiicccereieee e 5
TrAINING FESOUITES uveeeiiiiieiteieeee s e esssree e e e s s e e s sssaree e e e e s s esssssreeeeeasessssssnneeeeseeeasnsnnneenees 5
PlatfOrm SETUP @NG USE uuueiieeieieecerireiie e e eecrere e e e s e e e sssee e e e e s eesssnsssseeesseesssnsssseeeesseesnsnnnnns 5
Option 1 — Administrative claims data capture and validation .........cccceveeeeereeecinnnens 5
837 claims and balance of required data elements fileS .......cccecvvereeeeirececinnnnns 5
HANYS data file receipt, validation and formatting ........ccccecveeevciieeeccceeee e, 6
Hospital review, correction and download of data file .......cccceeeeeereecccccneneennn. 6
Hospital upload of data file to the IPRO Sepsis Data Collection Portal............. 6
Option 2 — Stand-alone file validation ... 7
HANYS data file receipt, validation and formatting ........ccceeeeeeiiecceerecceenseeneen, 7
Hospital review, correction and download of data file .......cccceeeeereececcnennenen. 7
Hospital upload of data file to the IPRO Sepsis Data Collection Portal............. 8
Sepsis Platform Navigation ...t e e e e e 9
Case ManagEMENT SCIEEN .....iiiiceeeeeccieeeeeceiee e e eeiae e e e e ese e e eesss e e e s e ssneeeeenseeeeennneeeean 9
SEAICNING FOr CASES .ottt et e e e e e e e e e e e e nnes 10
EQITING CASES ...uuviiiiieeiie ettt et e e e e e e e e e e s e e e s e st e e s e eaneeesenanneeeenns 11
D2 v T 11 VA U] 1 12
Exporting cases 10 @ CSV il ... e 13

June 3, 2022 © 2022 Healthcare Association of New York State, Inc. Page 2 of 16



al HANYS HANYS Sepsis Platform

Always There for Healthcare

Platform overview

The HANYS Sepsis Platform enables a hospital to seamlessly transfer continuity of
care documents and patient encounter data to the secure HANYS Sepsis Platform
database. Once in the system, the data are converted into the DOH-required file
format, validated to meet the requirements of Sections 405.2 and 405.4 of Title 10,
DOH Public Health Law, and made available for the hospital to download and then
upload to IPRO.

On the Sepsis Platform Order Form, a hospital may choose one of two options:

Option 1 — Administrative claims data capture and validation: This option allows
DataGen, a subsidiary of HANYS, to capture a portion of the required data elements
from a hospital’s administrative claims (X12 837) and merge them with the balance
of required data elements a hospital sends in a CSV or tab-delimited file, both files to
be sent to HANYS via a secure connection.

Option 2 — Stand-alone file validation: This option allows a hospital to pull the
required data elements and add them to a CSV or tab-delimited file to send to HANYS
via a secure connection.

After receiving a hospital's data, HANYS will perform validation checks using the
latest version of the New York State Sepsis Data Dictionary and make available a
fully-formatted file meeting the submission requirements for upload to IPRO. Prior to
upload and submission, hospitals will be able to review their data and make
corrections. Any edits/corrections made must be reported to IPRO.

The HANYS Sepsis Platform was developed in accordance with the latest NYS Sepsis
Data Dictionary specifications and is designed to flag fields that do not meet
formatting, character or range requirements. As DOH or IPRO make changes to the
Data Dictionary (adult or pediatric) the HANYS Sepsis Platform will be updated to
reflect those changes.

File format and security

When files are received, HANYS follows strict security protocols. Files must be
submitted in the HANYS-required format via Secure File Transfer Protocol (SFTP),
which encrypts data in transit and ensures passwords are kept secure. All new files
received by HANYS are isolated and scanned by our security team before being
accepted into our secure environment. Once scanned, accepted files are processed
and their contents loaded into the HANYS Sepsis Platform system.
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HANYS Sepsis Platform downtime
Regular upgrades and updates to the HANYS Sepsis Platform will be performed after
normal business hours so as not to affect hospital operations and productivity.

User accounts

The HANYS information services team will set up individual accounts for each
authorized user listed on the Sepsis Platform Order Form once the hospital’s SFTP
connection to HANYS has been established and data files have been transmitted to
HANYS’ Sepsis Platform system. Each authorized user will receive an email from
OKTA, HANYS’ authentication software, to activate their account and establish multi-
factor authentication.

Welcome to Okta!

<A HANYS  [8cen

&

Welcome!
i -

HANYS and its analyfic subsidiary DataGen have implemented a
new login process 5o that you can access our data and analytic
services safely and securely. We've created a user account for you.
You can activate it by clicking the link below:

Activate Okta Account

and well
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NOTE: The OKTA email may get caught in a spam or junk folder. Please check
these folders before contacting HANYS support. The link expires in seven days.

Account owners
Each facility will designate an account owner who will be provided with an account
login, a temporary password and login instructions.

Adding a new authorized user
To add a user who is not on the Sepsis Platform Order Form, the account owner must
send an email request to the HANYS IS Support Team.

Deactivating an authorized user’s account
To deactivate an authorized user’s account, the account owner must submit an email
request to the HANYS IS Support Team.

Training resources
In addition to this user guide, new users may view a training video.

Platform setup and use
The setup and utilization steps will vary depending on which option the

hospital chooses on the Sepsis Platform Order Form. For specific setup
instructions, see the appropriate section below.

Option 1 — Administrative claims data capture and validation
After the necessary legal agreements have been signed:

837 claims and balance of required data elements files
1. A member of HANYS' IS team will email the IS contact listed on the Order
Form and schedule a 30-minute setup call to discuss how to send the files
via the SFTP connection.

2. The HANYS SFTP agent will monitor the SFTP directory for new 837 claims
files and balance of required data element files. As files are placed into the
hospital’s secure folder, the HANYS SFTP agent will detect and transfer them
into the HANYS system via this fully encrypted point-to-point interface.
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HANYS data file receipt, validation and formatting
3. Once HANYS has received both the CSV file from the hospital and the balance

of required data elements files, these two datasets will be merged and
transformed to create a complete sepsis record set that is then loaded into
HANYS’ Sepsis Platform system by HANYS IS. The Platform tool will perform
validation checks using the latest version of the New York State Sepsis Data
Dictionary and allow a fully-formatted file to be created for upload to IPRO
that meets the submission standards.

Hospital review, correction and download of data file

4. Once the case files have been uploaded to the portal, authorized users from
the hospital will receive their username and password via email (email will
come from OKTA) to access the Sepsis Platform system and view cases at the
patient level. Cases and data elements that failed validation are highlighted
in yellow and marked for correction. These must be corrected by the
authorized user before the case can be exported for submission to IPRO.
(Any edits/corrections made must be reported to IPRO by submitting a
helpdesk ticket. (Note: edits will not be available in future submissions — no
information provided in the submission should be manually extracted; any
edits needed will require action by the hospital to ensure that the issue is
corrected before future submissions are due).

5. Once case records are complete they can be exported to a file. The hospital
user should save the generated export file to a secure location within the
hospital’s file network. File submission to IPRO/DOH is currently performed
outside of the HANYS Sepsis Platform. The hospital is responsible for
transferring the exported sepsis file generated by the HANYS Sepsis Platform
to IPRO/DOH using the defined IPRO/DOH-required process.

Hospital upload of data file to the IPRO Sepsis Data Collection Portal

The hospital is responsible for downloading the file from the HANYS Sepsis Platform
and uploading it to IPRO by the required due date. For instructions on how to upload
the CSV file to IPRO, go to:

https://helpdesk.ipro.us/hc/en-us/articles/202533514-Video-Tutorial-Sepsis-Data-
Collection-Data-File-Upload-Process

UPLOAD LINK: https://ny.sepsis.ipro.org
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Option 2 — Stand-alone file validation
After the necessary legal agreements have been signed:

HANYS data file receipt, validation and formatting
1. A member of HANYS' IS team will email the IS contact listed on the Order
Form and schedule a 30-minute setup call and discuss how to send the file
via the SFTP connection.

2. The HANYS’ SFTP agent will monitor the SFTP directory for new files. As files
are placed into the hospital’s secure folder, the HANYS SFTP agent will detect
and transfer them into the HANYS system via this fully encrypted point-to-
point interface.

3. Once HANYS has received the CSV file, HANYS IS will process and load the file
into the HANYS portal. The Platform tool will perform validation checks using
the latest version of the New York State Sepsis Data Dictionary and allow a
fully-formatted file to be created for upload to IPRO that meets the
submission standards.

Hospital review, correction and download of data file
4. Once the case files have been uploaded to the HANYS Sepsis Platform,

authorized users from the hospital will receive their username and password
via email (from OKTA) to access the Sepsis Platform system and view cases at
the patient level. Cases and data elements that failed validation are
highlighted in yellow and marked for correction. These must be corrected by
the authorized user before the case can be exported for submission to IPRO.
Any edits/corrections made must be reported to IPRO by submitting a
helpdesk ticket. (Note: edits will not be available in future submissions — no
information provided in the submission should be manually extracted; any
edits needed will require action by the hospital to ensure that the issue is
corrected before future submissions are due).

5. Once case records are complete they can be exported to a file that should be
saved to a secure location within the hospital’s network. File submission to
IPRO/DOH is currently performed outside of the HANYS Sepsis Platform. The
hospital is responsible for exporting their sepsis data out of the HANYS
Sepsis Platform and submitting the file to IPRO/DOH.
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Hospital upload of data file to the IPRO Sepsis Data Collection Portal

The hospital is responsible for downloading the file from the HANYS Sepsis Platform
and uploading it to IPRO by the required due date. For instructions on how to upload
the CSV file to IPRO, go to:

https://helpdesk.ipro.us/hc/en-us/articles/202533514-Video-Tutorial-Sepsis-Data-
Collection-Data-File-Upload-Process

UPLOAD LINK: https://ny.sepsis.ipro.org
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Sepsis Platform navigation

Case Management screen
When you first enter the HANYS Sepsis Platform, click on Case Management to
access the Case Management screen.

& HANYS

& SEPSIS PLATFORM Case Management Reports ~

Welcome to the secure portion of the Sepsis Platform website

The Case Management screen is the starting point for searching for cases and for
exporting cases for CSV file development.

Hello, Lauren Ashley Log off

23
J; [ SEPSIS PLATFORM  Case Management Reports -

LT3 m Add New Case
ol show entries Sercn:[ ]
Facility Identifier: Patient Control Facility
0777 v Unique Personal Identifier Number Date Of Birth Medical Record Number Identifier Discharge Date Record Complete " €SV Generated Date Export To CSV Action
TESTER1234 234567890 ovo1/1900 1234567 o7 033172021 Yes 0772972021 N Delete
Discharge Date From:
& TESTER0821 o777 No YN Delete
&

Medical Record Number:

Patient Control Number:

Record Complete:
OYes ONo OBoth

CSV Generated:
OYes ONo OBoth

CSV Generated Date:

The left side of the screen displays data filters that can be used to search for cases
and the middle section of the screen is where search results are displayed.

The Case Management screen also includes an “Export Data” button to create a CSV
file for uploading to IPRO, a “Filter” button for filtering cases by any of the headers
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listed and makes the grid larger, and an “Add New Case” button to add additional
sepsis cases not previously identified (the “Add New Case” feature will be removed
when DOH no longer allows manual entry).

Searching for cases
The left side of the Case Management screen includes data filters that can be used
to search for cases:

o Category: Adult/Pediatric: Radio buttons that allow cases to be pulled by
patient population.

e Version: Drop-down list of all downloaded versions.
NOTE: Before using the tool, confirm that the latest version is displayed in the
drop-down list — the newest version is defaulted. Older versions will be listed
in reverse order.

o Facility Identifier: Drop-down list that allows cases to be pulled for a single
facility.

o Discharge Date From/To: Data entry fields that allow cases to be pulled based
on a discharge date range.

¢ Medical Record Number/Patient Control Number: Data entry fields that allow
a single case to be pulled based on the medical record or patient control
number.

e Record Complete: Radio buttons that allow cases to be pulled based on
completion status.

e (CSV Generated: Radio buttons that allow cases to be pulled based on CSV file
export status.

e (CSV Generated Date: Drop-down list that allows cases to be pulled based on
when they were exported to a CSV file.

To search for a case or group of cases:

1. Enter search criteria or click applicable radio buttons using filters on the Case
Management screen.
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HANYS

SEPSIS PLATFORM

Case Management

Category:
Oz m Add New Case
Version:
Show entries
o211 v

HANYS Sepsis Platform

Facilty Identifier: Patient Control Facility

Hello, Lauren Ashley Log off

Medical Record Number:

Patient Control Number:

Record Complete:
OYes ONo OBoth

CSV Generated:
OYes ONo OBoth

SV Generated Date:
L]

o v Unique Personal Identifier  Number Date Of Birth  Medical Record Number  Identifier Discharge Date ~ Record Complete " CSV Generated Date  ExportToCSV  Action
TESTER1234 234567850 01/01/1900 1234567 o777 03/31/2021 Yes 0772972021 VN Delete
Discharge Date From:
s TESTERDS21 o7 No N Delete
L]

The results of the search will be displayed in the middle portion of the screen,
as shown below. Records will update automatically based on which cases
apply to that filter.

HANYS

SEPSIS PLATFORM

Case Management

Hello, Lauren Ashley Log off

Category:

O m Add New Case
Version:
o211 v
Facility Identifier: Patient Control Facility
07 . Unique Personal Identifier  Number Date OfBirth  Medical Record Number  Identifier Discharge Date  Record Complete”  CSV Generated Date  ExportToCSV  Action
TESTER1234 234567890 01/01/1900 1234567 orr7 033172021 Yes 072972021 YN Delete
Discharge Date From:
= TESTERDS21 o7 No N Delete
DIl Showing 1t0 2 of 2 entries (fitered from 5,667 total entries) Previous Next
L]

Medical Record Number:

Patient Control Number:

Record Complete:
OYes ONo OBoth

CSV Generated:
OYes ONo OBoth

CSV Generated Date:

Editing cases

June 3, 2022

Export Data
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To edit a case:

1. Search for the case using the steps above.
NOTE: Any edits made must be declared to IPRO by entering a
helpdesk ticket. Edits are only temporarily allowed as hospitals are
determining what is mapped in their EHR and what still needs to be
mapped. Edits will not be allowed in future submissions.

2. Click the Unique Patient Identifier in the search results grid.

3. Make the needed changes on the data entry tab(s) shown below and then

click the Save button on the bottom of the page.

|5 H ANYS Hello, Lauren Ashley |og off

< [ SEPSIS PLATFORM Case Management Reports ~

Adult Version D2.1.1

graphic  Comorbidity/Risk Factor P04)  Clinical  Treatment (during hospitalization) ~ Outcome (at discharge)/(during hospitalization) ~ Severity

e Personal Identifier * Facility Identifier * Ethnicity:
o7

7

0 SPANISH/HISPANIC ORIGIN

Insurance Number: * Medical Record Number:

* Date of Birth * Gender * Disch

@@

I

Data entry tips

When entering data into the HANYS Sepsis Platform:

e Use the tab key to move from one field to the next.

o A/l fields preceded by an asterisk must be completed. If mandatory fields are
left blank, they will be highlighted and the case will be marked incomplete.

e |f data are entered in an incorrect format an error message will appear.

e The platform follows the rules/logic of the New York State Department of
Health adult and pediatric data dictionaries and activates/deactivates fields
depending upon the data entered.

June 3, 2022 © 2022 Healthcare Association of New York State, Inc. Page 12 of 16
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Validating cases

1. Click the Validate Case button. If all required data have been entered a

HANYS Sepsis Platform

confirmation message will appear.
NOTE: To return to the Case Management screen click the Back to List button.

@ EdiCase x  +
< C @ quality-uathanysntlocal/Sep: ase?id=27 =D2.1.1
I &
Platelets Min: Platelets Datetime Min: * SIRS Heart Rate
A — L 126
SIRS Heart Rate 2 SIRS Heart Rate Datetime 2 SIRS Heart Rate 3
e &
SIRS Heart Rate Max: SIRS Heart Rate Datetime Max: SIRS Leukocyte Arrival:
I &
SIRS Leukocyte Min SIRS Leukocyte Min Datetime: SIRS Leukocyte Max:
I

* SIRS Respiratory Rate I
2

SIRS Respiratory Rate 3:

* SIRS Temperature 1
1016

SIRS Temperature 3:

* Systolic First:
80

Systolic Third:

* SIRS Respiratory Rate Datetime 1
08/06/202100:47

SIRS Respiratory Rate Datetime 3:
VA —

Record Status

Record

* SIRS Temperature Datetime 1:
08/06/2021 00:47

is Complete.

SIRS Temperature Datetime 3:
s

* Systolic First Datetime 1:
08/06/2021 00:47 &

Systolic Third Datetime 3
A

© 201 Healthcare.

Al Rights Reservec.

* SIRS Heart Rate Datetime 1:
08/06/2021 0047

SIRS Heart Rate Datetime 3.

[

Exporting cases to a CSV file

1. Pull cases for export using the steps shown in Searching for cases.
2. If a case has already been submitted to the portal, it can be omitted from the
upload CSV file. In the search results grid (shown below), uncheck the “Export
to CSV” box for any complete case that should not be exported.

June 3, 2022
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HANYS Sepsis Platform

Hello, Lauren Ashley Log off

Category:
®Adult

Version:
D211 v

Facility Identifier:

o7 v
Discharge Date From:

-
Discharge Date To:

-

Medical Record Number:

Patient Control Number:

Record Complete:
OYes ONo OBoth

CSV Generated:
OYes ONo OBoth

CSV Generated Date:

Case Management

m Add New Case

Show entries

Patient Control Facility
Unique Personal Identifier Number Date Of Birth Medical Record Number Identifier Discharge Date Record Complete " CSV Generated Date Export To CSV Action
TESTER1234 234567890 01/01/1900 1234567 7T 03/31/2021 Yes. 07/29/2021 YN Delete
‘Showing 1to 2 of 2 entries (filtered from 5,667 total entries) Tmus 1 Next
Uncheck this box if case should not be exported. ‘l

Note: Failed validations or incomplete cases (shown in yellow) will be
excluded from the upload automatically. These can be corrected and
exported to a new CSV file later.

HANYS

EPSIS PLATFORM

Case Management

Click the Export Data button.

Hello, Lauren Ashley Log off

Category:
®Adult
Version:

D211 v
Facility Identifier:

or1 v

Discharge Date Froms
L]

Discharge Date To:

Medical Record Number:

Patient Control Number:

Record Complete:

OYes GNo OBoth

CSV Generated:

OYes GNo OBoth

CSV Generated Date:

June 3, 2022

[ | aaem e

Show entries

Patient Control Facility

Unique Personal ldentifier ~ Number Date Of Birth ~ Medical Record Number Identifier Discharge Date ~ Record Complete ' CSV Generated Date  ExportToCSV  Action
TESTER1234 234567890 01/01/1900 | 1234567 o777 0373172021 Yes 07/29/2021 N Delete
TESTER0S21 M000837252 05/19/1967 o777 08/09/2021 No 08/10/2021 N Delete

Showing 1 to 2 of 2 entries (filtered from 5,667 total entries)

© 2022 Healthcare Association of New York State, Inc.
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4. A pop-up notification will appear stating that only completed records will be
exported for upload. Click Confirm.

@ Home Page X+ [}

<« C & quality-uathanysnt.local/SepsisPlatform/CaseManagementZcategory=1

B H ANYS Hello, Lauren Ashley Log off

¥ [ SEPSIS PLATFORM  Case Management

s m Add New Case
Show entries seacn:[ ]

Facility dentifier: Patient Control Facility
o7 = Unique Personal Identifier  Nurnber DateOfBirth ~ Medical Record Number  Identifier Discharge Date  Record Complete  CSV Generated Date  ExportToCSV '  Action
TESTER1234 234567890 01/01/1900 | 1234567 o7t 033172021 Yes 072972021 =7 Delete
Discharge Date From:
= TesTEROE21 Mooog37252 05/19/1967 | Mo08262134 o071 08/09/2021 Yes N Delete
s ooy bt Showing 1 to 2 of 2 entries (fitered from 5,667 total entrics) Confirm! Previous E Next
L
Pl

Medical Record Number:

Patient Control Number:

Record Complete:
®Yes ONo O Both

CSV Generated:
OYes ONo O Both

CSV Generated Date:

5. ACSV file (in Excel) will open automatically at the bottom left of your screen.
Click on it to open file.
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@ Home Page

€ 5 e @ qult

HANYS

SEPSIS PLATFORM

2category=1

HANYS Sepsis Platform

Hello, Lauren Ashley Log off

Category:
© adult

Version:

D211

Facility Identifier:

o771 v

Discharge Date From:

Discharge Date To:
L]

Medical Record Number:

Patient Control Number:

Record Complete:
®Yes ONo OBoth

CSV Generated:
OYes ONo OBoth

CSV Generated Date:

85 sdc_0777_2021-08-...c:

Case Management

m Add New Case

Show entries

Patient Control Facility
Unique Personal Identifier  Number Date Of Birth ~ Medical Record Number Identifier Discharge Date ~ Record Complete  CSV Generated Date  Export ToCSV ' Action
TESTER1234 234567880 01/01/1900 | 1234567 o777 0373172021 e 07/29/2021 o Delete
TESTER0821 M000837252 05/19/1967 | M008262134 o777 08/09/2021 e N Delete

Showing 1to 2 of 2 entries (fltered from 5,667 total entries)

June 3, 2022

Showall | X

\/

Note: Files may be saved to any directory. The user should work with their

information technology staff to determine an appropriate location.

0 save As

« ~ 1 [ > mispe

Organize = New folder
B30 Objects &
8 Deskiop
+ Documents
4 Downloads
B Music
= Pictures
W videos
25 OSDisk (C)

we (G lashley (WSec ¥ €

A Hide Folders

» Documents L ]

Custom Office Templates
Snagit
Zoom

File nama: | sdc_0777_2021-08-10_144007
Save as type: CSV (Comma delimited)

Browse
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